How to use a Keypad and Pin

* Design for: Sigma and Sigma Lite +
* For Users to use a Keypad numerical ID and a Pin code for
access
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1. User Authentication Mode

* Create a User Authentication
* Path>Administration>User Authentication Mode

* Designate the authentication mode you wish to utilize for user
placed into this User Policy.




User Authentication Mode
* Create a New User Authentication

* Name it

5 Operator Enter MA Sigma, MA Sigma Lite, MA Sigma Lite+, MorphoWave Mode details for this User Authentication Mode

|JJ Key Policy MA Sigma, MA Sigma Lite, MA Sigma Lite+, MorphoWave Mode: Enabled Enabled

== Biometric Device MA Sigma, MA Sigma Lite, MA Sigma Lite+, MorphoWave Settings

Profile
B Dovinload Identifier To Device: Download Identifier to Device
f'r Biometric Device
Encode To Smartcard Mode:

Wiegand Profiles .
Template Location:

&) User Policy Pin Locatian: Download to Device

Allaw Start By Biometric:

o Access Schedules

O O

Allow Start By Contactless Card:

User Distribution low S cevhoard
2 W Allow Start By Keyboard

User Authentication Allow Start By Wiegand In:

"4 Mode
Require Pin: - Require Pin

=§ Operator Role Reguire Template Match:

O = O =

Notifications

Click Finish




2. User Policy

ill belong to. This is an

| determine Biometric
ol and time &




User Policy

Name it

e Lum

Operator Enter the details for this User Policy

Mame:
Wiegand Profile: Use the Wiegand
= Biometric

Profile format that is associated with

r:—j Biometric

|J Key Policy,

:AI Biometric Devices and Clients

your Access Control Panel
(if using ACP) Ml Use the Authentication Mode you created

Wiegand Profiles - earlier
Extended User Details:

:ﬂ User Policy Wiegand Profile:

LlsEr B
User Distribution User Authentication Made

i Group Wave Enroliment Minimum Hands:

' User Authentication Finger Biometric Enrollment Minimum Fngers:
4 Mode

Preferred Finger One;

Operator Role
Preferred Finger Two;

‘ Notifications Prefemed Duress Finger: _ Finger Biometric Enrollment
Show Photo Capture Page: Minimum Finger- None

. o Show Wave Biometric Capture Page:

M (ients

) Scheduled Reports Shaw Finger Blometric Capture Page:
(5) Sche s

Click Finish




3. Brometric Device Profile

* Path Administration>Biometric Device Profile

» The Biometric Device Profile will define common settings and
parameters for one or more biometric devices. This profile
can be applied when adding units into the system from the
Biometric Device section of Administration.




Brometric Device Profile

Wiegand Profile: Use the Wiegand
format that is associated with

rems tating miomet  YOUr Access Control Panel
(if using ACP)

Operator

] ‘ Key Policy

= Biometric Device

Profile Language:

Ej Biometric Device Key Policy: | Default

Wiegand Profiles Biometric Threshold Settings

:ﬂ_ User Policy Biometric Threshold: T ——

Ve and Fimgerprint
User Distribution

1 Group

- User Authentication
4 Mode

Operator Role




Brometric Device Profile

Change Multi-Factor Mode: Keypad

* Click Next to Multi-Factor Mode

H, Administration 4y User Management »3'“ MS0 Identification B Onsite / Offsi H Access Logs ﬂ R

Editing Biometric Device Profile

Operator Multi- Factor Mode Settings

J) Kay Policy Multi-Factor Mode:

= Biwometric Device
Profile

Ej Biometric Device
Wiegand Profiles

-
efl User Policy

User Distribution
i Group

- User Authentication
¥ Mode

m  Operator Role

‘ Notifications

Click Finish




4. User Management

ir biometric data sent to
entification purposes for




User Management

* Assign your user Policy

13" MS0 Identification B Onsite / Offsite a Acci

{1 Home #® Administratio.

Editing John Smith

Enter details for this User

First Name:
Middle Name:

Last Name:

Date of Birth: Use M/d/yyyy eq. 3/24/1986.




User Management

* User ID is your Keypad number

Wiegand Values

User ID

The User ID will be sent to your Access Control

Panel
(if using ACP)




User Management

* Add a Pin Code to that User ID

Editing John Smith

Enter and confirm the PIN

PIM: o

Confirm PIN -ee

Click Finish




or software,




